Name |State |[Covere |Individ |Breach |Typeof |Locatio |Busines (Web
of d Entity [uals Submis |Breach |n of S Descrip
Covere Type |Affecte [sion Breache|Associa |tion
d Entity d Date d te
Inform |Present
ation

UPMC [PA Health {19000 |02/05/2 |Hacking [Email [No
Health Plan 021 nT
Plan Incident
Lake LA Healthc {3802 02/01/2 |Hacking [Desktop |Yes
Charles are 021 nT Comput
Memori Provider Incident |er,
al Email
Health
System
Leonard [LA Healthc {2254 01/29/2 |Hacking |[Email  |Yes
J. are 021 nT
Chabert Provider Incident
Medical
Center
A OH Healthc (2428 01/29/2 |Hacking |[Email |No
Renewe are 021 nT
d Mind Provider Incident
County |MN Healthc {8687 01/29/2 |Hacking [Network|Yes
of are 021 nT Server
Ramsey Provider Incident
Prime |[MN Busines {1863 01/28/2 |Unautho [Paper/Fi |Yes
Therape S 021 rized Ims
utics, Associat Access/
LLC e Disclosu

re
The VT Busines (15429 |01/28/2 |Hacking [Email |Yes
Richard S 021 nT
s Group Associat Incident

e

Austin  |TX Healthc {600 01/23/2 |Unautho [Email [No
Hearing are 021 rized
Services Provider Access/

Disclosu

re
Florida |FL Healthc {13759 |01/22/2 |Hacking |Electron [No
Hospital are 021 nT ic
Physicia Provider Incident |Medical
n Group Record
Inc.
Inova [VA Healthc (1680 01/22/2 |Unautho|Email |No
Health are 021 rized
System Provider Access/

Disclosu

re
Public |AL Health [1465 01/22/2 |Unautho [Paper/Fi [No
Educati Plan 021 rized Ims
on Access/
Employ Disclosu
ees' re
Health
Insuranc
e Plan
d/b/a

PEEHIP




Lynn MA Healthc {1800 01/22/2 |Hacking |Email |No
Commu are 021 nT
nity Provider Incident
Health,
Incorpor
ated
Merrill |WI Health 899 01/21/2 |Hacking |Network|No
Iron & Plan 021 nT Server
Steel Incident
Health
Benefit
Plan
Paraqua |MO Healthc {648 01/21/2 |Hacking [Network|Yes
d, Inc. are 021 nT Server
Provider Incident
Krapf [PA Health |610 01/19/2 |Hacking |Network|No
Group Plan 021 nT Server
Incident
Hendric |TX Healthc [640436 |01/15/2 |Hacking |Network|No
k Health are 021 nT Server
Provider Incident
Montgo (MD Healthc {1440 01/15/2 |Hacking [Email [No
mery are 021 nT
Hospice, Provider Incident
Inc.
Froedter |WI Healthc {760 01/15/2 |Unautho [Electron [No
t Health are 021 rized ic
Provider Access/ |Medical
Disclosu |Record
re
Wiscons Wi Health |1281  |01/15/2 |Unautho|Network|Yes
in Plan 021 rized Server
Departm Access/
ent of Disclosu
Health re
Services
Precisio [TX Healthc {20787 |01/12/2 |Hacking [Email [No
n Spine are 021 nT
Care Provider Incident
Greater |MA Healthc |696 01/12/2 |Hacking |[Email |Yes
New are 021 nT
Bedford Provider Incident
Commu
nity
Health
Center
WeCare |FL Healthc {2340 01/12/2 |Loss Laptop [No
TLC are 021
Provider
KR FL Healthc {500 01/11/2 |Hacking [Desktop [No
Perio, are 021 nT Comput
Katherin Provider Incident |er,
e Network
Rodrigu Server
ez,

DMD




Jefferso (WA Healthc 2543 01/11/2 |Hacking |Email |No
n are 021 NnT
Healthc Provider Incident
are
Feeling [NC Healthc {5000 01/09/2 |Unautho [Desktop [No
Great are 021 rized Comput
Sleep Provider Access/ |er,
Medical Disclosu|Electron
Centers re ic
Medical
Record,
Network
Server
Leon FL Healthc {500 01/08/2 |Hacking [Network {No
Medical are 021 nT Server
Centers, Provider Incident
LLC
Roper |SC Healthc {189761 |01/08/2 |Hacking [Email |No
St. are 021 NnT
Francis Provider Incident
Healthc
are
Manage |IN Health [11988 |01/08/2 |Unautho |Paper/Fi|Yes
d Health Plan 021 rized Ims
Services Access/
(MHS) Disclosu
re
Walgree |IL Healthc {16089 |01/08/2 |Unautho [Email [No
n Co. are 021 rized
Provider Access/
Disclosu
re
Louisian|LA Busines {8085 01/07/2 |Hacking [Email |Yes
a State S 021 NnT
Universi Associat Incident
ty- e
Health
Care
Services
Division
Gastroe [NV Healthc {2500 01/06/2 |Hacking [Network {No
nterolog are 021 nT Server
y Provider Incident
Consult
ants Ltd
Desert |CA Healthc [1122  |01/04/2 |Unautho|Other  |No
Oasis are 021 rized
Healthc Provider Access/
are Disclosu
re
South  |[MN Health 66874 |12/31/2 |Hacking |Email |No
Country Plan 020 NnT
Health Incident
Alliance
REEF |FL Health 3951  |12/31/2 |Hacking |Network|No
Global Plan 020 nT Server
Inc. Incident




Mattapa [MA Healthc {4075 12/31/2 |Hacking |[Email |No
n are 020 NnT
Commu Provider Incident
nity
Health
Center
Prestera WV Healthc {3708 12/31/2 |Hacking |[Email |No
Center are 020 nT
for Provider Incident
Mental
Health
Services
, Inc.
Simpson|PA Healthc {3259 12/31/2 |Hacking |[Email |No
Senior are 020 nT
Services Provider Incident
, Inc.
Nissan |[TN Health [50410 |12/31/2 |Hacking |[Email, |Yes
North Plan 020 NnT Network
America Incident |Server
, Inc.
Northwe|IL Healthc |682 12/30/2 |Unautho |Electron |[No
stern are 020 rized ic
Memori Provider Access/ |Medical
al Disclosu|Record
Hospital re
Home |[MO Health {1020 12/30/2 |Unautho |Paper/Fi |Yes
State Plan 020 rized Ims
Health Access/
Plan, Disclosu
Inc. re
Peach |GA Health |3443 12/30/2 |Unautho |Paper/Fi|Yes
State Plan 020 rized Ims
Health Access/
Plan Disclosu
re
Ambette |AZ Health |[518 12/29/2 |Unautho |Paper/Fi |Yes
r for Plan 020 rized Ims
Arizona Access/
Complet Disclosu
e Health re
Superior |TX Health [3748 12/29/2 |Unautho |Paper/Fi |Yes
HealthPI Plan 020 rized Ims
an Access/
Disclosu
re
Buckeye|OH Health |606 12/29/2 |Unautho |Paper/Fi|Yes
Health Plan 020 rized Ims
Plan Access/
Disclosu
re
Sunshin |FL Health (3429 12/29/2 |Unautho |Paper/Fi | Yes
e State Plan 020 rized Ims
Health Access/
Plan Disclosu
re
Beebe |DE Healthc [56953 [12/28/2 |Hacking |Network|Yes
Medical are 020 nT Server
Foundat Provider Incident

ion




Commu |CT Healthc |1634 12/28/2 |Unautho |[Email |[No
nity are 020 rized
Health Provider Access/
Resourc Disclosu
es, Inc re
AllCare |OR Health 5000 12/28/2 [Hacking [Network|Yes
Health, Plan 020 nT Server
Inc. Incident
Magnoli (MS Health |759 12/28/2 |Unautho |Paper/Fi |Yes
a Health Plan 020 rized Ims
Plan Access/
Disclosu
re
Five GA Healthc {1223 12/24/2 |Hacking |Network|No
Points are 020 NnT Server
Optomet Provider Incident
rists,
P.C. dba
Five
Points
Eye
Care
Riversid [IMA Healthc (5452 12/23/2 [Hacking [Network |No
e are 020 nT Server
Commu Provider Incident
nity
Care,
Inc.
Tom IN Health [828 12/23/2 |Hacking |Network|No
Wood, Plan 020 nT Server
Inc. Incident
Agency |FL Healthc {73825 |12/22/2 |Hacking [Network |No
for are 020 NnT Server
Commu Provider Incident
nity
Treatme
nt
Services
, Inc.
Gainwel [AR Busines (3317 12/22/2 |Loss Paper/Fi |Yes
| S 020 Ims
Technol Associat
ogies e
LLC
Aetna |CT Health (484157 |12/22/2 |Hacking [Email |Yes
ACE Plan 020 nT
Incident
Kristina [VA Healthc {8000 12/21/2 |Hacking |Network|No
T are 020 NnT Server
Nguyen, Provider Incident
DDS,
PC
BlueCro |TN Health 1340 12/18/2 |Unautho|Email |Yes
SS Plan 020 rized
BlueShi Access/
eld of Disclosu
Tenness re

ee, Inc.




GenRx |AZ Healthc [137110 |12/18/2 |Hacking [Network |No
Pharmac are 020 NnT Server
y Provider Incident
lowa 1A Health |536 12/18/2 |Unautho|[Email |[No
Total Plan 020 rized
Care, Access/
Inc. Disclosu
re
Wilmin |[NC Healthc [114834 |12/17/2 |Hacking [Network |No
gton are 020 nT Server
Surgical Provider Incident
Associat
es, P.A.
Commu |NC Health |149804 (12/17/2 |Hacking [Email |No
nity Eye Plan 020 nT
Care, Incident
LLC
MEDN |FL Busines [1290670{12/16/2 |Hacking |Email |Yes
AX S 020 nT
Services Associat Incident
, Inc. e
Benjami |[OH Healthc {1452 12/15/2 |Hacking |Email |No
n Rose are 020 nT
Institute Provider Incident
on
Aqging
Midwest MO Healthc (4814 12/14/2 |Hacking |[Email |No
Geriatri are 020 NnT
c Provider Incident
Manage
ment,
LLC
Nebrask [NE Healthc [39912 |12/14/2 |Hacking |Network|Yes
a are 020 nT Server
Methodi Provider Incident
st
Health
System
Beacon |FL Busines {500 12/11/2 |Hacking |Network|Yes
Health S 020 nT Server
Solution Associat Incident
s,LLC e
Southea MO Healthc [5001  |12/11/2 |Hacking |Network|No
st are 020 NnT Server
Health Provider Incident
Center
of
Ripley
County
Holy PA Healthc {1298 12/11/2 |Hacking |[Email |No
Redeem are 020 nT
er Provider Incident
Ambulat
ory
Surgical
Center
HMC |FL Busines {985 12/11/2 |Hacking [Email |Yes
Healthw S 020 nT
orks, Associat Incident
Inc. e




SSM Wi Health |4492 12/11/2 |Unautho |Paper/Fi |No
Health Plan 020 rized Ims
Insuranc Access/
e Disclosu
Compan re
Yy
TNMO |TN Healthc (501 12/11/2 |Imprope |Other [No
Healthc are 020 r
are, Provider Disposal
LLC
Cedar |[CO Healthc (2283 12/09/2 |Loss Other [No
Springs are 020 Portable
Hospital Provider Electron
ic
Device

Monroe (LA Healthc {3500 12/09/2 |Hacking |Network|Yes
Surgical are 020 nT Server
Hospital Provider Incident
,LLC
The NC Healthc ({1041 12/09/2 |Hacking [Network|Yes
Presbyte are 020 nT Server
rian Provider Incident
Homes,
Inc.
Texas |TX Healthc {37000 |12/09/2 |Hacking [Network|Yes
Tech are 020 nT Server
Universi Provider Incident
ty
Health
Sciences
Center
Sonoma |CA Healthc [69000 [12/09/2 |Hacking |Email |No
Valley are 020 nT
Healthc Provider Incident
are
District
Employ |ME Healthc [1639  |12/09/2 |Hacking |Network|No
ment are 020 nT Server
Speciali Provider Incident
sts of
Maine,
Inc.
Brigham [ MA Healthc [882 12/08/2 |Unautho |[Email |No
and are 020 rized
Women Provider Access/
S Disclosu
Hospital re
Dental |FL Busines {1004304|12/08/2 |Hacking [Network|Yes
Care S 020 nT Server
Alliance Associat Incident
,LLC e
Mirra |FL Busines (1064 12/08/2 |Unautho |Other |Yes
Health S 020 rized
Care Associat Access/

e Disclosu

re




Central |FL Healthc |979 12/07/2 |Unautho|Other |Yes
Florida are 020 rized Portable
Cardiolo Provider Access/ |Electron
ay Disclosulic
Group re Device,
Paper/Fi
Ims
Meade [KY Healthc {695 12/07/2 |Unautho |Paper/Fi |Yes
Physicia are 020 rized Ims
ns, Inc. Provider Access/
Disclosu
re
Mercy (MO Healthc {11187 |12/04/2 |Unautho [Electron [No
Health are 020 rized ic
Provider Access/ |Medical
Disclosu|Record
re
Meharry [TN Healthc {20963 |12/04/2 |Hacking [Email |No
Medical are 020 NnT
College Provider Incident
Family [MA Healthc [566 12/04/2 |Hacking |Network|No
Health are 020 nT Server
Center Provider Incident
of
Worcest
er
McLero |TX Healthc |3200 12/04/2 |Unautho|Other |[No
y Gibbs are 020 rized
and Provider Access/
Klein Disclosu
re
Alleghe [PA Healthc |299507 |12/03/2 |Hacking |[Network|Yes
ny are 020 nT Server
Health Provider Incident
Network
AMITA |IL Healthc (261054 |12/03/2 |Hacking [Network|Yes
Health are 020 nT Server
Provider Incident
DMBA [UT Health (774 12/02/2 |Unautho |Desktop |No
Plan 020 rized Comput
Access/ |er
Disclosu
re
Liv-On (MN Healthc {1580 12/01/2 |Theft |Desktop |[No
Family are 020 Comput
Care Provider er,
Center, Laptop,
PA Other
Portable
Electron
ic
Device
Us FL Healthc 685 11/30/2 |Hacking |Network|No
Med, are 020 nT Server
LLC Provider Incident
Brazos |TX Healthc [2255  |11/26/2 |Unautho|Email |No
Valley are 020 rized
Plastic Provider Access/
Surgery Disclosu

re




Tufts |[MA Health |60545 |11/25/2 |Hacking [Email |Yes
Health Plan 020 NnT
Plan Incident
us MD Busines [878550 |11/25/2 |Hacking [Network|Yes
Fertility S 020 nT Server
LLC Associat Incident
e
Bardsto |KY Healthc |859 11/24/2 |Unautho|Other |Yes
wn are 020 rized
Primary Provider Access/
Care Disclosu
dba: re
Physicia
ns to
Children
&
Adolesc
ents
Presbyte [NM Busines |3557 11/23/2 |Unautho |Paper/Fi|Yes
rian S 020 rized Ims
Health Associat Access/
Plan e Disclosu
re
The MD Busines |514 11/23/2 |Unautho |Network|Yes
Tree S 020 rized Server
House Associat Access/
Child e Disclosu
Advoca re
cy
Center
of
Montgo
mery
County
Peachtre [GA Healthc {1462 11/23/2 |Hacking |[Email |No
e are 020 nT
Immedi Provider Incident
ate Care
FP,LLC
One Wi Busines {28658 |11/23/2 |Unautho [Paper/Fi |Yes
Touch S 020 rized Ims
Point Associat Access/
e Disclosu
re
Bilingua |TX Healthc {1925 11/23/2 |Unautho |Electron [No
| are 020 rized ic
Psychol Provider Access/ |Medical
ogical Disclosu [Record,
Associat re Network
es, PC Server
Indian |CA Healthc [5769 11/20/2 |Hacking |Network|No
Health are 020 nT Server
Council Provider Incident
Inc.
Harvard [MA Busines |8022 11/20/2 |Unautho |Paper/Fi|Yes
Pilgrim S 020 rized Ims
Health Associat Access/
Care, e Disclosu
Inc. re




Louisian|LA Healthc {8000 11/20/2 |Hacking |[Email |No
a State are 020 NnT
Universi Provider Incident
ty-
Health
Care
Services
Division
Bayheal |DE Healthc {78006 |11/20/2 |Hacking [Network|Yes
th are 020 nT Server
Medical Provider Incident
Center,
Inc.
Planned [DC Healthc {500 11/20/2 |Hacking |Network|No
Parenth are 020 nT Server
ood of Provider Incident
Metro
Washin
gton
Herron |PA Busines |1419 11/20/2 |Unautho |Paper/Fi|Yes
Busines S 020 rized Ims
s Law Associat Access/
e Disclosu
re
Legacy |TX Healthc (3076 11/20/2 [Hacking [Email [No
Commu are 020 nT
nity Provider Incident
Health
Services
Golden |CA Busines {11315 |11/20/2 |Hacking [Network|Yes
Gate S 020 nT Server
Regiona Associat Incident
| Center e
Walmart|AR Healthc (524 11/20/2 |Theft  |Paper/Fi|No
Inc. are 020 Ims
Provider
Hi-Tech |KY Healthc |529 11/20/2 |Loss Other |No
Artificia are 020
| Limbs, Provider
Inc.
AspenP |CO Healthc [295617 |11/19/2 |Hacking [Network |{No
ointe, are 020 nT Server
Inc. Provider Incident
Jonatha |GA Healthc [2000  [11/19/2 |Theft |Laptop |No
n are 020
Woolfso Provider
n, MD,
PC
Northpo |ID Healthc [1866  |11/13/2 |Hacking |Email |No
int are 020 nT
Recover Provider Incident
y
Holding
s, LLC
Mercy [IA Healthc {92795 |11/13/2 |Hacking [Email [No
lowa are 020 nT
City Provider Incident




Delawar |DE Healthc [9930 11/12/2 |Unautho |[Email |[No
e are 020 rized
Departm Provider Access/
ent of Disclosu
Health re
and
Social
Services
Division
of
Public
Health
ProMedi|MI Healthc |3500 11/12/2 |Unautho |Electron |No
ca are 020 rized ic
Bixby Provider Access/ |Medical
Hospital Disclosu |Record
re
Jekyll |GA Healthc {1881 11/09/2 |Hacking |Desktop |No
Island- are 020 nT Comput
State Provider Incident |er,
Park Network
Authorit Server
y_
Jekyll
Island
Fire/EM
S
Bruce L.|FL Healthc |58823 [11/06/2 |Unautho |Network|No
Boros, are 020 rized Server
M.D., Provider Access/
P.A. Disclosu
DBA re
Advanc
ed
Urgent
Care
Kaiser |GA Health [10205 |11/06/2 |Unautho [Paper/Fi [No
Foundat Plan 020 rized Ims
ion Access/
Health Disclosu
Plan of re
Georgia,
Inc.
Galstan |VA Healthc {10759 |11/06/2 |Hacking [Email, [No
& Ward are 020 nT Network
Family Provider Incident |Server
and
Cosmeti
c
Dentistr
Y
Seeley |OH Healthc {16196 |11/06/2 |Hacking |[Network|No
Enterpri are 020 nT Server
ses Provider Incident
Compan

y




Conway |AR Healthc {2945 11/06/2 |Unautho |[Email |No
Regiona are 020 rized
| Health Provider Access/
System Disclosu
re

Physicia |[AL Healthc (2000 11/06/2 |Imprope |Paper/Fi [No
ns are 020 r Ims
Apothec Provider Disposal
ary
People |[MN Healthc {27500 |11/06/2 |Hacking [Email [No
Incorpor are 020 nT
ated Provider Incident
Lawrenc|MA Healthc [176587 |11/05/2 |Hacking |Network|No
e are 020 nT Server
General Provider Incident
Hospital
Lake |IL Healthc [3815  |11/05/2 |Unautho |Email |No
County are 020 rized
Health Provider Access/
Departm Disclosu
ent and re
Commu
nity
Health
Center
Pristine |MA Healthc [1428  |11/05/2 |Hacking |Network|No
Dental are 020 nT Server

Provider Incident
Methodi [CA Healthc [39881 [11/04/2 |Hacking |Network|Yes
st are 020 nT Server
Hospital Provider Incident
of
Souther
n
Californ
ia
Alaman |NC Healthc [100000 [11/04/2 |Loss  |Electron|No
ce Skin are 020 ic
Center Provider Medical

Record

The FL Healthc {3991 11/04/2 |Hacking |Network|No
GEO are 020 nT Server
Group Provider Incident
Inc.
Chesape |VA Healthc [24000 [11/03/2 |Hacking |Network|Yes
ake are 020 nT Server
Regiona Provider Incident
I
Healthc
are
Virginia [VA Healthc {23846 |10/31/2 |Hacking [Network|Yes
Hospital are 020 nT Server
Center Provider Incident
Health

System




Bondura|lA Healthc {603 10/30/2 |Hacking |Network|Yes
nt- are 020 nT Server
Farrar Provider Incident

Commu

nity

School

District

Johnsto (1A Healthc {1656 10/30/2 |Hacking |Network|Yes
n are 020 nT Server
Commu Provider Incident

nity

School

District

Clinton |IA Healthc {1643 10/30/2 |Hacking |Network |Yes
Commu are 020 nT Server

nity Provider Incident

School

District

Yale CT Healthc {15904 |10/30/2 |Hacking [Network|Yes
New are 020 nT Server
Haven Provider Incident

Hospital

Urbanda 1A Healthc [647 10/30/2 |Hacking |Network|Yes
le are 020 nT Server
Commu Provider Incident

nity

School

District

Carlisle |IA Healthc {562 10/30/2 |Hacking |Network |Yes
Commu are 020 nT Server

nity Provider Incident

School

District

Cedar |IA Healthc |1445 10/30/2 |Hacking |[Network|Yes
Falls are 020 nT Server
Commu Provider Incident

nity

School

District

Connect |CT Health {37000 |10/30/2 |Hacking [Email [No
icut Plan 020 nT

Departm Incident

ent of

Social

Services

NYU [NY Healthc {44009 |10/30/2 |Hacking [Network|Yes
Langone are 020 nT Server
Hospital Provider Incident

S

Dubuqu |IL Healthc {4704 10/30/2 |Hacking |[Network|Yes
e are 020 nT Server
Commu Provider Incident

nity

School

District

Saydel |IA Healthc 590 10/30/2 |Hacking |Network|Yes
Commu are 020 nT Server

nity Provider Incident

School

District




Lewis [IA Healthc {905 10/30/2 |Hacking |Network|Yes
Central are 020 NnT Server
Commu Provider Incident
nity
School
District
Rady [CA Healthc {19788 |10/30/2 |Hacking [Network|Yes
Children are 020 nT Server
S Provider Incident
Hospital
San
Diego
My FL Healthc {3370 10/30/2 |Theft |Laptop |No
Choice are 020
Houseca Provider
lls, LLC
Timberli 1A Busines [116131 |10/30/2 |Hacking [Network|Yes
ne S 020 NnT Server
Billing Associat Incident
Service, e
LLC
CCPOA |CA Health {80000 |10/29/2 |Hacking [Network|{No
Benefit Plan 020 nT Server
Trust Incident
Fund

1A Healthc {2039 10/29/2 |Hacking |Network|Yes
Muscati are 020 nT Server
ne Provider Incident
Commu
nity
School
District
Clear |IA Healthc |771 10/29/2 |Hacking |[Network|Yes
Creek- are 020 NnT Server
Amana Provider Incident
School
District
Maquok (1A Healthc [743 10/29/2 |Hacking |Network|Yes
eta are 020 nT Server
Commu Provider Incident
nity
School
District
Charles [IA Healthc 580 10/29/2 |Hacking |Network|Yes
City are 020 nT Server
Commu Provider Incident
nity
School
District
Burlingt |IA Healthc [1884  |10/29/2 |Hacking |Network|Yes
on are 020 NnT Server
Commu Provider Incident
nity
School

District




Indianol
a
Commu
nity
School
District

Healthc
are
Provider

1141

10/29/2
020

Hacking
NnT
Incident

Network
Server

Yes

MK
Periodo
ntics
and
Implants

WA

Healthc
are
Provider

8000

10/29/2
020

Hacking
nT
Incident

Network
Server

No

Tri-
State
Speciali
sts, LLP

Healthc
are
Provider

17050

10/29/2
020

Unautho
rized
Access/
Disclosu
re

Email

No

Kids
First
Dentistr
y &
Orthodo
ntics, a
subsidia
ry of
Professi
onal
Dental
Alliance
of
Connect
icut,
PLLC

CT

Healthc
are
Provider

5000

10/28/2
020

Hacking
NnT
Incident

Network
Server

No

First
Impressi
ons
Orthodo
ntics, a
subsidia
ry of
Professi
onal
Dental
Alliance
of
Connect
icut
PLLC

CT

Healthc
are
Provider

20727

10/28/2
020

Hacking
nT
Incident

Network
Server

No

State of
North
Dakota

ND

Healthc
are
Provider

35416

10/27/2
020

Hacking
nT
Incident

Email

No

Luxottic
a of
America
Inc.

OH

Busines
S -
Associat
e

829454

10/27/2
020

Hacking
NnT
Incident

Network
Server

Yes




Northwe | WA Healthc {20838 |10/26/2 |Hacking [Network|No
st Eye are 020 nT Server
Surgeon Provider Incident
s, P.C.
and
Sight
Partners
LLC
Jemez |NM Healthc {4290 10/26/2 |Imprope |Desktop |No
Health are 020 r Comput
& Provider Disposal [er,
Human Laptop
Services
Allergy |TX Healthc 711 10/26/2 |Unautho |[Email |No
& are 020 rized
Asthma Provider Access/
Center Disclosu
re
Centerst |IN Healthc {11638 |10/23/2 |Hacking [Email |No
one of are 020 nT
Indiana, Provider Incident
Inc.
Centerst [ TN Healthc [50965 |10/23/2 |Hacking [Email [No
one of are 020 nT
Tenness Provider Incident
ee, Inc.
The NY Healthc {16431 |10/23/2 |Hacking [Email [No
Bridge, are 020 nT
Inc. Provider Incident
Lycomi [PA Busines {14500 |10/23/2 |Hacking [Email |Yes
ng- S 020 nT
Clinton Associat Incident
Joinder e
Board
Program
s
Perry |MO Healthc [501 10/22/2 |Hacking |[Email |No
County are 020 nT
Memori Provider Incident
al
Hospital
Arkansa |AR Healthc [12000 [10/22/2 |Unautho |Email |No
S are 020 rized
Otolary Provider Access/
ngology Disclosu
Center, re
PA
Commu |HI Healthc {1784 10/22/2 |Unautho |Paper/Fi |No
nity are 020 rized Ims
Clinic of Provider Access/
Maui Disclosu
re
Intellira |FL Healthc ({1862 10/20/2 |[Hacking [Email |Yes
d are 020 nT
Imaging Provider Incident
,LLC
Provider [LA Healthc {1700 10/20/2 |Hacking |Network |Yes
Health are 020 nT Server
Services Provider Incident




Advent |FL Healthc [315811 |10/20/2 |Hacking [Network|Yes
Health are 020 NnT Server
Provider Incident
Ascend |CA Healthc [77443 |10/19/2 |Hacking [Network |No
Clinical, are 020 nT Server
LLC Provider Incident
OSF IL Healthc {94171 |10/19/2 |Hacking [Network|Yes
HealthC are 020 nT Server
are Provider Incident
System
Arkansa |AR Healthc {4916 10/19/2 |Hacking |Network|Yes
S are 020 NnT Server
Methodi Provider Incident
st
Medical
Center
Geising [PA Healthc (86412 |10/19/2 |Hacking [Network|Yes
er are 020 nT Server
Provider Incident
BryLin [NY Healthc {8000 10/17/2 |Hacking |Network|No
Hospital are 020 nT Server
S, Provider Incident
Incorpor
ated
DJO, CA Healthc |3429 10/16/2 |Hacking [Email |Yes
LLC are 020 NnT
Provider Incident
Center [CA Healthc {1440 10/16/2 |Hacking |[Email |No
for are 020 nT
Autism Provider Incident
and
Related
Disorder
S
Universi |MI Healthc [1062  |10/16/2 |Unautho|Email |No
ty of are 020 rized
Michiga Provider Access/
n/Michi Disclosu
gan re
Medicin
e
WellMe |TX Healthc {591 10/15/2 |Theft  |Paper/Fi|No
d are 020 Ims
Provider
Stamfor |CT Healthc [1050  |10/15/2 |Hacking |Network|Yes
d are 020 nT Server
Hospital Provider Incident
Mary  |OH Healthc [1677  |10/15/2 |Unautho|Other  |No
Rutan are 020 rized
Hospital Provider Access/
Disclosu
re
Bonnie [NJ Healthc 884 10/14/2 |Hacking |Network|No
Brae are 020 NnT Server
Provider Incident




Passava |PA Healthc {25000 |10/14/2 |Hacking |[Network|No
nt are 020 NnT Server
Memori Provider Incident
al
Homes,
Inc.
Heavenl |TX Healthc {2000 10/14/2 |Unautho |Electron |[No
y Hands are 020 rized ic
Family Provider Access/ |Medical
Medical Disclosu|Record
Clinic re
Lawrenc|CT Healthc {21617 |10/13/2 |Hacking [Network|Yes
e+ are 020 nT Server
Memori Provider Incident
al
Hospital
Practice |VA Busines |1678 10/13/2 |Hacking [Email |Yes
Transfor S 020 NnT
mation Associat Incident
Solution e
s, LLC
Health |WA Healthc {885 10/13/2 |Theft  |Paper/Fi|No
and are 020 Ims
Wellnes Provider
s Clinic,
PLLC
Georgia |GA Healthc {45732 |10/09/2 |Hacking [Email [No
Departm are 020 nT
ent of Clearing Incident
Human House
Services
Greenwi |CT Healthc [95000 [10/09/2 |Hacking |Network|Yes
ch are 020 NnT Server
Hospital Provider Incident
Einstein [PA Healthc (1821 10/09/2 [Hacking [Email [No
Healthc are 020 nT
are Provider Incident
Network
Cedar |IA Healthc {1138 10/08/2 |Hacking |[Email |No
County are 020 nT
lowa, Provider Incident
Board of
Supervis
ors
Milesto |TX Health 4973  |10/08/2 |Hacking |Email |No
ne Plan 020 NnT
Electric, Incident
Inc.
McLare |MI Healthc [2219  |10/08/2 |Unautho |Network|No
n are 020 rized Server
Oakland Provider Access/

Disclosu

re
The ME Healthc {4500 10/07/2 |Hacking |Network|Yes
Opportu are 020 nT Server
nity Provider Incident

Alliance




Clinical |TN Healthc |1360 10/07/2 |Unautho |[Email |[No
& are 020 rized
Forensic Provider Access/
Consult Disclosu
ation, re
LLC
d/b/a
Thrivew
orks
Bristol,
Johnson
City,
and
Knoxvil
le
Body by |[TX Healthc (2618 10/05/2 [Hacking [Network |No
Ravi are 020 nT Server
Plastic Provider Incident
Surgery
and
Aestheti
cS
Mayo [(MN Healthc {1614 10/05/2 |Unautho |Electron [No
Clinic are 020 rized ic
Provider Access/ |Medical
Disclosu|Record
re
Adults  INY Healthc 603 10/02/2 |Hacking |Network|Yes
and are 020 NnT Server
Children Provider Incident
with
Learnin
g and
Develop
mental
Disabilit
ies, Inc.
Premier |OH Healthc |749 10/02/2 |Unautho |[Email |[No
Health are 020 rized
Partners Provider Access/
Disclosu
re
Beaufort|SC Healthc {12636 |10/02/2 |Unautho [Paper/Fi [No
Memori are 020 rized Ims
al Provider Access/
Hospital Disclosu
re
Practice |VA Busines |1016 10/02/2 |Hacking [Email |Yes
Transfor S 020 NnT
mation Associat Incident
Solution e
s, LLC
Virginia [VA Healthc {6258 10/02/2 |Hacking |[Email |No
Cancer are 020 nT
Institute Provider Incident
Incorpor

ated




Presbyte [NM Healthc {193223 |10/02/2 |Hacking |Other |Yes
rian are 020 NnT
Healthc Provider Incident
are
Services
Sisters |OH Healthc {118874 |10/01/2 |Hacking [Network|Yes
of are 020 nT Server
Charity Provider Incident
of St.
Augusti
ne
Health
System
Alliance | TX Healthc {2235 09/30/2 |Hacking [Email  [No
Spine are 020 nT
and Pain Provider Incident
Manage
ment,
PLLC
d/b/a
Freedo
m Spine
& Pain
Center
Oswego [NY Healthc {13619 |09/30/2 |Hacking [Email |No
Health are 020 NnT

Provider Incident
White |NY Healthc (7164 09/30/2 |Hacking |Network|Yes
Plains are 020 nT Server
Hospital Provider Incident
Sonoma |CA Healthc {2527 09/30/2 |Hacking [Network {No
Recover are 020 nT Server
y Provider Incident
Services
,LLC
d/b/a/
Olympia
House
Universi |CA Healthc |563 09/29/2 |Unautho |[Email |No
ty are 020 rized
Muslim Provider Access/
Medical Disclosu
Associat re
ion
Excalib |SC Healthc [2851  |09/28/2 |Hacking |Network|No
ur are 020 nT Server
Youth Provider Incident
Services
,LLC
Voxx |FL Health [6034 09/28/2 |Hacking [Network {No
Internati Plan 020 nT Server
onal Incident
Corp.
EyeMed |[OH Busines [54266 |09/28/2 |Unautho [Email |Yes
Vision S 020 rized
Care Associat Access/
LLC e Disclosu

re




Preferre |FL Healthc {2374 09/28/2 |Hacking [Email [No
d Care are 020 NnT
Home Provider Incident
Health
Services
Century [NY Healthc {16038 |09/28/2 |Hacking [Email [No
Specialt are 020 nT
y Script Provider Incident
Oaklaw (Ml Healthc {26861 |09/25/2 |Hacking [Email [No
n are 020 nT
Hospital Provider Incident
Legacy |TX Healthc [228009 |09/25/2 |Hacking [Email [No
Commu are 020 NnT
nity Provider Incident
Health
Services
, Inc.
Scottish [TX Healthc |3414 09/25/2 |Hacking |Network|Yes
Rite for are 020 nT Server
Children Provider Incident
Burke [NY Healthc {65839 |09/25/2 |Hacking [Network|Yes
Rehabili are 020 nT Server
tation Provider Incident
Hospital
Mono |[CA Healthc {2850 09/25/2 |Hacking |Electron [No
County are 020 nT ic
Provider Incident |Medical
Record
Seven |KY Healthc {13375 |09/25/2 |Hacking [Email [No
Countie are 020 nT
S Provider Incident
Services
, Inc.
MedStar (MD Healthc {668 09/25/2 |Hacking [Network|Yes
Health, are 020 nT Server
Inc. Provider Incident
Geising |PA Healthc |717 09/23/2 |Unautho |Electron |No
er are 020 rized ic
Health Provider Access/ |Medical
Disclosu|Record
re
Magnoli [LA Healthc {12861 |09/23/2 |Hacking [Network |No
a are 020 nT Server
Pediatri Provider Incident
cS
South |MA Healthc {74251 |09/23/2 |Hacking [Network|Yes
Shore are 020 nT Server
Hospital Provider Incident
Montefi |[NY Healthc |4004 09/18/2 |Unautho |Electron |No
ore are 020 rized ic
Medical Provider Access/ |Medical
Center Disclosu|Record
re
Pollack, [NY Healthc {1135 09/18/2 |Theft  |Paper/Fi [No
Barbacc are 020 Ims
ia, & Provider
Guzman

MD PC




UCare [MN Health {4806 09/18/2 |Hacking [Email [No
Minneso Plan 020 nT
ta Incident
Universi MO Healthc (189736 |09/17/2 |Hacking [Email |No
ty of are 020 nT
Missour Provider Incident
i Health
Care
OrthoAt |GA Healthc {5600 09/17/2 |Hacking [Network [No
lanta, are 020 nT Server
LLC Provider Incident
HM PA Busines {1818 09/17/2 |Unautho [Paper/Fi |Yes
Health S 020 rized Ims
Solution Associat Access/
S e Disclosu

re
Shelteri |VA Healthc (683 09/16/2 |Hacking |Network|Yes
ng Arms are 020 nT Server
Physical Provider Incident
Rehabili
tation
Centers
Accents |CO Healthc {2000 09/16/2 |Hacking [Desktop [No
on are 020 nT Comput
Health Provider Incident |er,

Network
Server

Alamed |CA Healthc (2691 09/15/2 |Hacking [Email [No
a Health are 020 nT
System Provider Incident
Commu |NJ Healthc {31550 |09/15/2 |Hacking [Email [No
nity are 020 nT
Surgical Provider Incident
Supply
of Toms
River,
Inc.
Piedmo |[GA Healthc [5226 09/15/2 |Hacking [Email  [No
nt are 020 nT
Cancer Provider Incident
Institute,
P.C.
Nuvanc [NY Healthc [314829 |09/15/2 |Hacking |Network|Yes
e Health are 020 nT Server
(on Provider Incident
behalf
of its
covered
entities)
Bluegra |KY Healthc [2343  |09/14/2 |Hacking |Network|Yes
ss Care are 020 nT Server
Navigat Provider Incident
ors
Montefi [NY Healthc {81552 |09/14/2 |Hacking [Network|Yes
ore are 020 nT Server
Medical Provider Incident

Center




Joslin  [MA Healthc {71160 |09/14/2 |Hacking |[Network|Yes
Diabetes are 020 NnT Server
Center Provider Incident

Jewish |NY Healthc (5242 09/14/2 |Hacking |Network|Yes
Home are 020 nT Server
Lifecare Provider Incident

d/b/a

The

New

Jewish

Home

Memori [NY Healthc {73536 |09/14/2 |Hacking [Network|Yes
al Sloan are 020 nT Server
Ketterin Provider Incident

g

Cancer

Center

Hospice |[NY Healthc |47272 |09/14/2 |Hacking [Network|Yes
& are 020 NnT Server
Palliativ Provider Incident

e Care

Buffalo,

Inc.

Samarit |[NY Healthc 5890 09/14/2 |Hacking |Network|Yes
an are 020 nT Server
Daytop Provider Incident

Village,

Inc.

Prelude |[IA Healthc {699 09/14/2 |Hacking [Network|Yes
Behavio are 020 nT Server

ral Provider Incident

Services

Christia |DE Healthc {1229 09/14/2 |Hacking [Network|Yes
na Care are 020 NnT Server
Health Provider Incident

Services

, Inc.

Connect |CT Healthc {2633 09/14/2 |Hacking [Network|Yes
icut are 020 nT Server
Children Provider Incident

'S

Medical

Center

Texas |TX Healthc |1987 09/14/2 |Hacking [Network|Yes
Children are 020 nT Server

's Provider Incident

Hospital

Roswell [NY Healthc [141669 |09/14/2 |Hacking [Network|Yes
Park are 020 NnT Server
Compre Provider Incident

hensive

Cancer

Center

UMass [MA Healthc {87420 |09/14/2 |Hacking [Network|Yes
Memori are 020 nT Server

al Provider Incident

Medical

Center




Samarit [NJ Healthc |3657 09/14/2 |Hacking |Network |Yes
an are 020 NnT Server
Healthc Provider Incident

are &

Hospice

Lehigh [PA Healthc {81487 |09/14/2 |Hacking [Network|Yes
Valley are 020 nT Server
Health Provider Incident

Network

Veteran |DC Healthc {44308 |09/14/2 |Hacking [Network |No
s Health are 020 nT Server
Adminis Provider Incident

tration

Stony [NY Healthc |175803 |09/14/2 |Hacking |[Network|Yes
Brook are 020 NnT Server
Universi Provider Incident

ty

Hospital

Catholic INH Healthc (18623 |09/14/2 |Hacking [Network|Yes
Medical are 020 nT Server
Center Provider Incident

Mount [NY Healthc {87535 |09/13/2 |Hacking [Network|Yes
Sinai are 020 nT Server
Health Provider Incident

System

Lynn MA Healthc 4271 09/13/2 |Hacking |[Email |No
Commu are 020 NnT

nity Provider Incident

Health

Center

George |GA Healthc {2818 09/12/2 |Hacking [Other  [No
West are 020 nT

Mental Provider Incident

Health

Foundat

ion dba

Skyland

Trail

Augusta VA Healthc [3061  |09/11/2 |Hacking |Network|Yes
Health are 020 nT Server

Care, Provider Incident

Inc.

d/b/a

Augusta

Health

Commu |CA Healthc [43667 [09/11/2 |Hacking |Network|Yes
nity are 020 nT Server
Medical Provider Incident

Centers

Hebrew |MA Healthc [27244 109/11/2 |Hacking |Network|Yes
SeniorLi are 020 nT Server

fe, Inc. Provider Incident

Riversid [VA Healthc {54151 |09/11/2 |Hacking [Network|Yes
e Health are 020 nT Server
System Provider Incident

Adventi IMD Healthc [13041 [09/11/2 |Hacking |Network|Yes
st are 020 NnT Server
HealthC Provider Incident

are




SOUTH |CA Healthc {695 09/11/2 |Hacking |[Email |No
ERN are 020 NnT

INDIA Provider Incident

N

HEALT

H

COUNC

IL, INC.

Medical [SC Healthc [54869 |09/11/2 |Hacking [Network|Yes
Universi are 020 nT Server

ty of Provider Incident

South

Carolina

Speciali |OH Busines {58123 |09/11/2 |Hacking [Email |Yes
zed S 020 nT

Alternat Associat Incident

ives for e

Families

& Youth

of

America

, Inc.

Total NY Healthc |23000 [09/10/2 |Unautho |Electron |No
Urology are 020 rized ic

Care of Provider Access/ |Medical
New Disclosu|Record

York re

PLLC

Enloe |[CA Healthc {33575 |09/10/2 |Hacking [Network|Yes
Medical are 020 nT Server
Center Provider Incident

SCL CcoO Healthc [343493 |09/10/2 |Hacking [Network|Yes
Health are 020 nT Server
Colorad Provider Incident

0

(affiliate

d

covered

entity)

SCL CoO Healthc {93642 |09/10/2 |Hacking |[Network|Yes
Health are 020 NnT Server
Montan Provider Incident

a

(affiliate

d

covered

entity)

SCL  |CO Healthc [3845  |09/10/2 |Hacking |Network|Yes
Health are 020 nT Server
Kansas Provider Incident

(affiliate

d

covered

entity)




Mental |CO Healthc {2650 09/09/2 |Hacking |[Email |No
Health are 020 nT
Center Provider Incident
of
Boulder
County
Inc. dba
Mental
Health
Partners
Defense [VA Health [1646 09/09/2 |Hacking [Network {No
Health Plan 020 nT Server
Headqu Incident
arters
Baylor |[TX Healthc {4500 09/09/2 |Hacking [Network|Yes
College are 020 nT Server
of Provider Incident
Medicin
e
WA Healthc [244761 |09/08/2 |Hacking |Network|Yes
Virginia are 020 nT Server
Mason Provider Incident
Medical
Center
The PA Healthc [92064 09/08/2 |Hacking |Network|Yes
Guthrie are 020 nT Server
Clinic Provider Incident
Lycomi [PA Busines {3905 09/08/2 |Hacking [Email |Yes
ng- S 020 nT
Clinton Associat Incident
Joinder e
Board
Program
S
Starling (CT Healthc |7777 09/04/2 |Hacking |Email |No
Physicia are 020 nT
ns, PC Provider Incident
Carnegi |OK Healthc {1076 09/04/2 |Imprope |Paper/Fi [No
e Tri- are 020 r Ims
County Provider Disposal
Municip
al
Hospital
Advocat (WI Healthc {2979 09/04/2 |Unautho [Paper/Fi [No
e Aurora are 020 rized Ims
Health Provider Access/
Disclosu
re
Erlanger | TN Healthc |4938 09/04/2 |Loss Other |Yes
Health are 020 Portable
System Provider Electron
ic
Device
Roper [SC Healthc {6000 09/03/2 |Hacking [Email [No
St. are 020 nT
Francis Provider Incident
Healthc

are




H.Lee |FL Healthc |4056 09/02/2 |Theft |Other |No
Moffitt are 020 Portable
Cancer Provider Electron
Center ic
& Device,
Researc Paper/Fi
h Ims
Institute
The LA Healthc (308169 |09/02/2 |Hacking [Desktop [No
Baton are 020 nT Comput
Rouge Provider Incident |er,
Clinic, Email,
A Network
Medical Server
Corpora
tion
Spectru |MI Healthc {52711 |09/01/2 |Hacking [Network|Yes
m are 020 nT Server
Health Provider Incident
BEACO |OH Healthc {2869 08/28/2 |Theft |Other, |No
N are 020 Other
ORTHO Provider Portable
PAEDI Electron
CS & ic
SPORT Device
S
MEDIC
INE
Utah uT Healthc [112124 |08/28/2 |Hacking [Email [No
Patholo are 020 nT
qy Provider Incident
Services
, Inc.
Assured |AZ Healthc [244813 |08/27/2 |Hacking [Network |No
Imaging are 020 nT Server
Provider Incident
Glacier |AK Healthc |1538 08/25/2 |Hacking |Network|No
Surgical are 020 nT Server
Associat Provider Incident
es
OrthoS |[SC Healthc |3000 08/25/2 |Hacking |[Email |No
C,LLC are 020 nT
Provider Incident
Waystar [KY Busines {1021 08/25/2 |Hacking [Network|Yes
Health S 020 nT Server
Associat Incident
e
City of |CO Healthc {15000 |08/25/2 |Hacking |[Network|No
Lafayett are 020 nT Server
e Fire Provider Incident
Departm
ent
Consult |OH Healthc {740 08/25/2 |Theft  |Paper/Fi [No
ant are 020 Ims
Anesthe Provider
siologist

s, Inc.




MultiCa (WA Healthc {179189 |08/22/2 |Hacking [Network|Yes
re are 020 NnT Server
Health Provider Incident
System
Elwyn [PA Healthc {501 08/21/2 |Hacking [Email [No
are 020 nT
Provider Incident
Washin |WA Health |648 08/20/2 |Unautho |[Email |No
gton Plan 020 rized
Departm Access/
ent of Disclosu
Social re
and
Health
Services
Humana [KY Health [501 08/19/2 |Hacking [Other  [No
Inc Plan 020 NnT
Incident
Hamilto |PA Healthc |{10393 [08/18/2 |Unautho|Email |[No
n Health are 020 rized
Center, Provider Access/
Inc. Disclosu
re
Imperiu |[KY Busines [139114 |08/17/2 |Hacking [Email |Yes
m S 020 nT
Health Associat Incident
LLC e
Cook |TX Healthc |1768 08/17/2 |Loss Other [No
Children are 020 Portable
'S Provider Electron
Medical ic
Center Device
Crozer- |PA Healthc [177023 |08/14/2 |Hacking [Network {No
Keyston are 020 nT Server
e Health Provider Incident
System
Selected |PA Busines {8100 08/14/2 |Hacking [Email |Yes
Benefits S 020 nT
Associat Incident
e
D&S |[TX Healthc 2102 08/14/2 |Hacking |[Email |No
Resident are 020 NnT
ial Provider Incident
Holding
s, LLC
Advocat |WI Healthc {1907 08/14/2 |Unautho |Paper/Fi|Yes
e Aurora are 020 rized Ims
Health Provider Access/
Disclosu
re
uT X Healthc |15958 |08/13/2 |Unautho|Other |[No
Southwe are 020 rized
stern Provider Access/
Medical Disclosu

Center

re




Idaho [ID Healthc |543 08/13/2 |Unautho |[Email |No
State are 020 rized
Universi Provider Access/
ty Disclosu
Dental re
Hygiene
The 1A Healthc (914 08/11/2 |Unautho |Paper/Fi |No
lowa are 020 rized Ims
Clinic, Provider Access/
P.C. Disclosu
re
Ashley |AR Healthc 772 08/07/2 |Unautho [Electron [No
County are 020 rized ic
Medical Provider Access/ |Medical
Center Disclosu|Record
re
The CT Healthc |3736 08/07/2 |Hacking |[Email |No
Connect are 020 NnT
ion, Inc. Provider Incident
Dynaspl [MD Healthc {102800 |08/06/2 |Hacking [Network |No
int are 020 nT Server
Systems Provider Incident
, Inc.
Summit |IN Healthc 7264 08/04/2 |Hacking [Network {No
Medical are 020 nT Server
Associat Provider Incident
es
Norther [ME Busines [657392 |08/03/2 |Hacking [Network|Yes
n Light S 020 nT Server,
Health Associat Incident |Other
e
Hoag |[CA Healthc 738 08/03/2 |Theft |Laptop [No
Clinic are 020
Provider
Comanc |OK Health [1112 08/03/2 |Hacking [Email |Yes
he Plan 020 nT
County Incident
Hospital
Authorit
Yy
St. NY Healthc |1789 08/03/2 |Loss Other |Yes
Peter's are 020
Health Provider
Partners
Medical
Associat
es, P.C.
Freeport |IL Healthc [4120  |07/31/2 |Hacking |Email |No
Regiona are 020 nT
| Health Provider Incident
Care
Foundat
ion
St. PA Healthc |7557 07/31/2 |Unautho |[Email |No
Christop are 020 rized
her's Provider Access/
Hospital Disclosu
for re

Children




Muskin |OH Healthc 7447 07/31/2 |Hacking |Electron [No
gum are 020 nT ic
Valley Provider Incident |Medical
Health Record,
Centers Network
Server
Elkins WV Healthc (3127 07/30/2 |Hacking |[Email |No
Rehabili are 020 nT
tation & Provider Incident
Care
Center
Berkshir [NY Healthc {4950 07/30/2 |Hacking [Network No
e Farm are 020 nT Server
Center Provider Incident
and
Services
for
Youth
Beaumo |MI Healthc |6073 07/28/2 |Hacking |Email, |No
nt are 020 NnT Network
Health Provider Incident |Server
Children|CO Healthc (2553 07/27/2 |Hacking |[Email |No
'S are 020 nT
Hospital Provider Incident
Colorad
0
Owens |TX Healthc |19908 [07/27/2 |Unautho |Network|No
Ear are 020 rized Server
Center Provider Access/
Disclosu
re
Behavio [MA Healthc [129571 |07/27/2 |Hacking [Network |No
ral are 020 NnT Server
Health Provider Incident
Network
, Inc.
Universi (MD Healthc (33896 |07/24/2 |Hacking [Email |No
ty of are 020 nT
Marylan Provider Incident
d
Faculty
Physicia
ns, Inc. /
Universi
ty of
Marylan
d
Medical
Center
Walgree |IL Healthc {72143 |07/24/2 |Theft |Other [No
n Co. are 020 Portable
Provider Electron
ic
Device,
Paper/Fi
Ims
Town of INY Healthc {1974 07/24/2 |Hacking [Email  [No
Babylon are 020 nT
Provider Incident




Foundat |TX Healthc |1237 07/24/2 |Unautho |Other |No
ion are 020 rized
Surgical Provider Access/
Hospital Disclosu
of San re
Antonio
Superva (MN Healthc (1500 07/24/2 |Theft |Other, |No
lu are 020 Paper/Fi
Pharmac Provider Ims
ies, Inc.
CVS RI Healthc {21289 |07/24/2 |Loss Paper/Fi [No
Pharmac are 020 Ims
y Provider
Highpoi |PA Healthc {25554 |07/20/2 |Hacking [Network|No
nt Foot are 020 NnT Server
& Ankle Provider Incident
Center
Universi |UT Healthc (10000 |07/20/2 |Hacking [Email |No
ty of are 020 nT
Utah Provider Incident
NCP MA Busines {78070 |07/17/2 |Hacking [Email |Yes
Healthc S 020 nT
are Associat Incident
Manage e
ment
Compan
Yy
Brandy |DE Healthc 4139 07/17/2 |Unautho |Paper/Fi |No
wine are 020 rized Ims
Counsel Provider Access/
ing & Disclosu
Commu re
nity
Services
, Inc
Marylan (MD Healthc {47754 |07/17/2 |Hacking [Network |No
d Health are 020 nT Server
Enterpri Provider Incident
ses
DBA
Lorien
Health
Services
Allergy |TX Healthc [69777 |07/16/2 |Hacking [Network |No
and are 020 nT Server
Asthma Provider Incident
Clinic of
Fort
Worth
U Wi Busines |1441 07/16/2 |Hacking |[Email |Yes
HealthC S 020 NnT
enter, Associat Incident
Inc. e
WellCar |FL Health |50439 |07/16/2 |Unautho [Paper/Fi [No
e Health Plan 020 rized Ims
Plans Access/
Disclosu

re




The NY Healthc {1002 07/16/2 |Hacking |[Email |No

Puerto are 020 NnT

Rican Provider Incident

Organiz

ation to

Motivat

el

Enlighte

n, and

Serve

Addicts,

Inc.

(PROM

ESA)

SRPMI |AZ Health (1708 07/15/2 |Hacking |[Email, |Yes

C Plan 020 nT Network

Employ Incident |Server

ee

Health

Plan

Wiscons Wi Healthc [1853  |07/15/2 |Unautho|Other  |No

in are 020 rized

Departm Provider Access/

ent of Disclosu

Correcti re

ons

Coaling |[CA Healthc {1463  |07/14/2 |Theft |Paper/Fi|No

a Valley are 020 Ims

Health Provider

Clinics,

Inc.

City CA Healthc {900 07/14/2 |Hacking [Network {No

Dental are 020 nT Server

Provider Incident

Greenw |FL Busines {2251 07/10/2 |Hacking [Other  |Yes

ay S 020 nT

Health, Associat Incident

LLC e

Jim TX Busines {500 07/10/2 |Theft  |Desktop |Yes

Dinh, S 020 Comput

DC Associat er,

e Laptop,

Other
Portable
Electron
ic
Device

Tak- AK Healthc ({1158 07/09/2 |Hacking |Electron |Yes

ming are 020 nT ic

Ko, Provider Incident |Medical

M.D., Record

LLC

Dr. Ann |[CA Healthc {8394 07/08/2 |Hacking [Network {No

Hale, are 020 nT Server

D.D.S./ Provider Incident

also

known

as

Hutton

& Hale,

D.D.S.




Accu NC Busines {21800 |07/06/2 |Hacking |Desktop |Yes
Copy of S 020 nT Comput
Greenvil Associat Incident |er,
le, e Network
Incorpor Server
ated
Four NM Healthc {500 07/06/2 |Hacking [Email [No
Winds are 020 nT
Behavio Provider Incident
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Central |CA Health [35883 |07/02/2 |Hacking [Email [No
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Indepen [PA Busines {2393 07/02/2 |Unautho|Other |Yes
dence S 020 rized
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Florida |FL Healthc [640000 [07/01/2 |Hacking |Network|No
Orthopa are 020 nT Server
edic Provider Incident
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Carter |NC Healthc {7000 07/01/2 |Hacking [Network {No
and are 020 nT Server
Hoff Provider Incident
Dentistr
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WellCar |FL Health |2943 06/30/2 |Unautho [Other |Yes
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Maxwel | TN Healthc 656 06/30/2 |Hacking |Desktop |No
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Salinas |CA Healthc 786 06/29/2 |Hacking [Email [No
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Benefit [TX Busines [274837 |06/26/2 |Hacking [Network|Yes
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Rose TX Healthc {6169 06/26/2 |Hacking [Email [No
Dental are 020 nT

Provider Incident
Rose X Healthc |2835 06/26/2 |Hacking [Email [No
Dental are 020 nT
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The PA Busines {971 06/26/2 |Hacking [Network|Yes
StayWel S 020 nT Server
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Sage CA Healthc 763 06/25/2 |Hacking [Network|Yes
Behavio are 020 nT Server
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Mornea |IL Healthc |1162 06/25/2 |Hacking [Email [No
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Shepell Provider Incident
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Grace & |MlI Health |572 06/23/2 |Hacking |[Email |No
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Friendsh|AR Healthc |9745 06/22/2 |Unautho |[Email |No
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CHI St. |TX Healthc [1045  |06/19/2 |Unautho |Network|No
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CodeMe |CA Busines {62807 |06/19/2 |Hacking [Network|Yes
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America|CA Healthc (47767 |06/18/2 |Hacking |Electron [No
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North [MA Healthc {12472 |06/18/2 |Hacking [Network |No
Shore are 020 nT Server
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The OH Healthc {10974 |06/18/2 |Hacking [Network|No
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Oral and|SC Healthc {35498 |06/17/2 |Hacking [Desktop [No
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Frank [CA Healthc {9271 06/16/2 |Hacking [Network|Yes
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Provide |OR Health |49511 |06/16/2 |Unautho|Other |Yes
nce Plan 020 rized
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Senior |[NY Health |3853  |06/16/2 |Hacking |Email, |No
Whole Plan 020 nT Network
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Choice |NC Busines {11650 |06/15/2 |Hacking [Email |Yes
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Legacy |TX Healthc {19000 |06/15/2 |Hacking [Email [No
Commu are 020 nT
nity Provider Incident
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Magella (MD Health [3568 06/15/2 |Hacking [Email, [No
n Plan 020 nT Network
Complet Incident |Server
e Care
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Cano |FL Healthc {28268 |06/12/2 |Hacking [Email [No
Health are 020 nT
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UF FL Healthc {54002 |06/12/2 |Hacking [Email |Yes
Health are 020 nT
Jackson Provider Incident
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UF FL Healthc {13146 |06/12/2 |Hacking [Email |Yes
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Shands Provider Incident
UF FL Healthc |9182 06/12/2 |Hacking [Email |Yes
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Integra |NY Health (644 06/12/2 |Unautho [Paper/Fi |Yes
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Sunrise |OH Healthc [3660  |06/12/2 |Hacking |Email |No
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Magella (MD Healthc [33040 |06/12/2 |Hacking |Email, |No
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JDA IL Busines {917 06/02/2 |Unautho [Other, |Yes
eHealth S 020 rized Paper/Fi
Systems Associat Access/ |Ims
, Inc. e Disclosu
re
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Prosthet are 020 rized Ims
ics & Provider Access/
Orthotic Disclosu
s, Inc. re
d/b/a
Hanger
Clinic
Ridgevi |{GA Healthc {1853 05/29/2 |Unautho |Email, |No
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Catholic |CA Busines {36205 |05/29/2 |Hacking |[Network|Yes
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a are 020 r Ims
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South  |IN Healthc {500 05/28/2 |Imprope |Paper/Fi |Yes
Bend are 020 r Ims
Medical Provider Disposal
Foundat
ion, Inc.
Beacon |IN Healthc {900 05/28/2 |Imprope |Paper/Fi |Yes
Health are 020 r Ims
systems, Provider Disposal
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Allied |IN Healthc (976 05/28/2 |Imprope |Paper/Fi|Yes
Physicia are 020 r Ims
ns of Provider Disposal
Michian
a,LLC
Saint IN Healthc {1000 05/28/2 |Imprope |Paper/Fi |Yes
Joseph are 020 r Ims
Regiona Provider Disposal
I
Medical
Center,
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New IN Healthc {1000 05/28/2 |Imprope |Paper/Fi |Yes
Avenues are 020 r Ims
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Elkhart [IN Healthc [550000 |05/28/2 |Imprope |Paper/Fi|Yes
Emerge are 020 r Ims
ncy Provider Disposal
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ns, Inc.
Renee [MI Healthc {3800 05/24/2 |Hacking [Network|Yes
Appleba are 020 nT Server
um Phd Provider Incident
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Medicla (Ml Busines {14931 |05/22/2 |Hacking [Network|Yes
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Everett [PA Healthc |34113 |05/22/2 |Hacking [Email |No
& are 020 NnT
Hurite Provider Incident
Ophthal
mic
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Woodla |OH Healthc {14419 |05/18/2 |Hacking [Network |{No
wn are 020 nT Server
Dental Provider Incident
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Geising |PA Healthc {805 05/18/2 |Unautho [Electron [No
er are 020 rized ic
Wyomin Provider Access/ |Medical
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PsyGeni [MI Busines {608 05/18/2 |Unautho [Email |Yes
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Mat-Su |AK Healthc (13146 |05/15/2 |Hacking [Laptop, |No
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Alexand [NY Healthc |595 05/12/2 |Imprope |Paper/Fi |No
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District |AZ Healthc [10190 |05/08/2 |Hacking |Email |No
Medical are 020 nT
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Santa |CA Healthc [5357  |05/08/2 |Unautho |Email |No
Rosa & are 020 rized
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Ashtabu |OH Healthc [3683  |05/08/2 |Hacking |Network|No
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Medical
Center
Moorest [NJ Healthc [26465 |05/07/2 |Hacking |Network|No
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Midmar (Ml Busines [7422 05/05/2 |Hacking [Other |Yes
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The NE Healthc |1311 05/05/2 |Unautho |Electron |[No
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BJC MO Busines [287876 |05/05/2 |Hacking [Email |Yes
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ment S 020 NnT
and Associat Incident
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Ann & |IL Healthc |4824 05/04/2 |Unautho |Electron |[No
Robert are 020 rized ic
H. Lurie Provider Access/ |Medical
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Meridia |IN Healthc (111372 |04/27/2 |Hacking [Email |No
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City of |MI Healthc {1981 04/27/2 |Unautho [Network {No
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United |MO Healthc |518 04/24/2 |Hacking |[Email |No
Cerebral are 020 NnT
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Heartlan
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Ascensi [MI Healthc |999 04/23/2 |Unautho |[Email |[No
on are 020 rized
Eastwoo Provider Access/
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Clinics re
Agility |AR Healthc {13968 |04/22/2 |Hacking [Email [No
Center are 020 nT
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Psychiat [NC Healthc {1081 04/20/2 |Unautho [Email [No
ric are 020 rized
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Hebrew [MD Healthc {2550 04/17/2 |Hacking [Email [No
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Beaumo |MI Healthc [112211 |04/17/2 |Hacking [Email [No
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John A. |CA Healthc [912 04/16/2 |Unautho |Electron |No
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Advocat (W1 Healthc [27137 |04/16/2 |Hacking |Email, |No
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Health Provider Incident |Server
Hartford |CT Healthc [2651  |04/13/2 |Hacking |Email |No
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are Provider Incident
Doctors |MD Healthc {18481 |04/13/2 |Hacking [Email [No
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Saint  |KS Healthc {3680 04/10/2 |Hacking |[Email |No
Francis are 020 NnT
Ministri Provider Incident
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Arizona [AZ Healthc |74122 |04/10/2 |Unautho |Electron |[No
Endocri are 020 rized ic
nology Provider Access/ |Medical
Center Disclosu|Record
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Corpus |TX Healthc |507 04/10/2 |Hacking [Email  [No
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Rehabili [NM Healthc ({1843 04/10/2 |Hacking |[Email |No
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Hospital Provider Incident
of
Souther
n New
Mexico
UPMC |[PA Healthc {13911 |04/10/2 |Hacking [Email [No
Altoona are 020 nT
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Brandy |DE Healthc 4262 04/10/2 |Hacking |Network|No
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New NJ Healthc {3000 04/06/2 |Hacking [Email [No
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Urology Provider Incident
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Confidi |MD Busines {3600 03/31/2 |Hacking [Email |Yes
o, LLC S 020 NnT
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e
Washin |MO Healthc (14795 |03/31/2 |Hacking [Email |No
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e
Afforda |TX Healthc [57411 |03/31/2 |Hacking [Network |{No
care are 020 nT Server
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Care
Clinics
Universi |MN Healthc |683 03/30/2 |Hacking |[Email |No
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Mid- DE Healthc |9875 03/30/2 |Unautho |Electron |[No
Delawar are 020 rized ic
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Crossro |PA Busines |897 03/27/2 |Hacking |Network |Yes
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Stockdal|CA Healthc [10700 |03/27/2 |Hacking |Desktop |No
e are 020 nT Comput
Radiolo Provider Incident |er
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UHHS |OH Healthc |903 03/26/2 |Unautho |Electron |No
Samarit are 020 rized ic
an Provider Access/ |Medical
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David S |AZ Healthc [1000  |03/26/2 |Theft |Network|No
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VA NV Healthc [702 03/25/2 |Unautho [Paper/Fi [No
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Corpora Disclosu
tion re
Ambry |CA Healthc 232772 |03/22/2 |Hacking |Email |No
Genetics are 020 nT
Corpora Provider Incident
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Universi |UT Healthc [3670  |03/21/2 |Hacking |Email  |No
ty of are 020 nT
Utah Provider Incident
Golden |CA Healthc {39700 |03/20/2 |Hacking [Email [No
Valley are 020 nT
Health Provider Incident
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OtisR. |IN Healthc [35804 |03/20/2 |Hacking |Email |No
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Lakewo |MN Healthc {1415 03/16/2 |Hacking |[Email |No
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Health Provider Incident
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e are 020 nT Server
Memori Provider Incident
al
Medical
Center
Elk CO Healthc [2793  |03/02/2 |Theft |Other |No
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Walgree |IL Healthc |6681 02/28/2 |Unautho |Network|No
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are Provider Incident
AFTRA |NY Busines [57207 |02/25/2 |Hacking [Network|Yes
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ent Fund Associat Incident
e
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Alliance

Peregrin |ME Healthc |501 02/14/2 |Hacking |Email |No
e are 020 nT

Corpora Provider Incident

tion

d/b/a

PSL

Services

SAMA AR Healthc (7524 02/12/2 |Imprope |Paper/Fi|Yes
HealthC are 020 r Ims

are Provider Disposal

Services




Lakewo
od
Resourc
e and
Referral
Center
dba
Center
for
Health
Educati
on,
Medicin
e and
Dentistr
Y

NJ

Healthc
are
Provider

12414

02/12/2
020

Hacking
NnT
Incident

Network
Server

No

Overlak
e
Medical
Center
&
Clinics

WA

Healthc
are
Provider

109000

02/07/2
020

Hacking
nT
Incident

Email

No

Shields
Health
Solution
S

MA

Busines
S
Associat
e

1277

02/07/2
020

Hacking
nT
Incident

Email

Yes

JDC
Healthc
are
Manage
ment

X

Healthc
are
Provider

45748

02/07/2
020

Hacking
NnT
Incident

Email

No

Vision
Care
Speciali
sts, P.C.
a part of
MyEye
Dr.
Optomet
ry of
Colorad
o, P.C.

VA

Healthc
are
Provider

1475

02/07/2
020

Hacking
nT
Incident

Network
Server

No

UnitedH
ealth
Group
Health
Plan
Single
Affiliate
d
Covered
Entity

MN

Health
Plan

3335

02/04/2
020

Hacking
nT
Incident

Network
Server

Yes

Arizona
Pain and
Spine

Institute

AZ

Healthc
are
Provider

530

02/03/2
020

Theft

Laptop

No

Hospital
Sisters
Health
System

L

Healthc
are
Provider

16167

01/31/2
020

Hacking
nT
Incident

Email

No




Personal WV Healthc |1169 01/28/2 |Hacking |Network |Yes
Touch are 020 NnT Server,
Home Provider Incident |Other

Care of

W. VA,

Inc.

Personal [VA Healthc {1657 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Hospice Provider Incident |Other

of VA,

Inc.

Personal [INY Healthc {2015 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Home Provider Incident |Other

Care of

Mass.,

Inc.

Personal | TX Healthc {5930 01/28/2 |Hacking |Network |Yes
Touch are 020 NnT Server,
Home Provider Incident |Other
Services

of San

Antonio,

Inc.

Personal [INY Healthc {2633 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Home- Provider Incident |Other
Aides,

Inc.

Personal [TX Healthc {1700 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Home Provider Incident |Other
Services

of

Dallas,

Inc.

Personal [NY Healthc |2863 01/28/2 |Hacking |Network |Yes
Touch are 020 NnT Server,
Home Provider Incident |Other

Care of

S.E.

Mass.,

Inc.

Personal [INY Healthc {1890 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Home Provider Incident |Other

Aides

Inc.

Personal [INY Healthc {9302 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server
Home Provider Incident

Care of

PA, Inc.

Personal [NY Healthc {15808 |01/28/2 |Hacking |Network|Yes
Touch are 020 NnT Server,
Home Provider Incident |Other

Care of

Ohio,

Inc.




Personal [NY Healthc |1957 01/28/2 |Hacking |Network |Yes
Touch are 020 NnT Server,
Home Provider Incident |Other

Care of

Greater

Portsmo

uth, Inc.

Personal [INY Healthc {804 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Home Provider Incident |Other
Aides of

Baltimo

re, Inc.

Personal [INY Healthc {9058 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Home Provider Incident |Other

Care of

Baltimo

re, Inc.

Central |KS Healthc [17214 |01/28/2 |Hacking |Network|No
Kansas are 020 NnT Server
Orthope Provider Incident

dic

Group,

LLC

Personal |IN Healthc {3593 01/28/2 |Hacking [Network|Yes
Touch are 020 nT Server,
Home Provider Incident |Other

Care of

Indiana,

Inc.

Personal [NY Healthc [38693 |01/28/2 |Hacking |Network|Yes
Touch are 020 nT Server,
Home Provider Incident |Other
Aides of

New

York,

Inc.

Cedarbr |PA Healthc |688 01/24/2 |Unautho |[Email |No
ook are 020 rized

Senior Provider Access/

Care Disclosu

and re

Rehabili

tation /

County

of

Lehigh

Lafayett [IN Healthc [1360  |01/24/2 |Hacking |Desktop |No
e are 020 nT Comput
Regiona Provider Incident |er,

| Email,
Rehabili Other
tation

Hospital




Village [NY Health |2645 01/24/2 |Hacking |Email, |No
Senior Plan 020 nT Other
Services Incident
Corpora
tion
d/b/a
Village
CareMA
X
Village |NY Healthc (674 01/24/2 |Hacking [Email, [No
Center are 020 nT Other
for Care Provider Incident
d/b/a
Village
Care
Rehabili
tative
and
Nursing
Center
Manche (CT Healthc [6846 01/24/2 |Hacking [Network [No
ster are 020 nT Server
Ophthal Provider Incident
mology,
LLC
UnitedH |MN Health |934 01/22/2 |Unautho |Paper/Fi |Yes
ealth Plan 020 rized Ims
Group Access/
Health Disclosu
Plan re
Single
Affiliate
d
Covered
Entity
The NJ Healthc {11747 |01/21/2 |Hacking [Email [No
Center are 020 nT
for Provider Incident
Neurolo
gical
and
Neurode
velopme
ntal
Health
Solara |CA Healthc {1531 01/17/2 |Unautho [Paper/Fi [No
Medical are 020 rized Ims
Supplies Provider Access/
,LLC Disclosu
re

Fondren | TX Healthc {30049 |01/17/2 |Hacking [Network|No
Orthope are 020 nT Server
dic Provider Incident
Group
L.L.P.
Children|NC Healthc (4564 01/14/2 |Hacking |[Email |No
's Hope are 020 nT
Alliance Provider Incident
PIH CA Healthc {199548 |01/10/2 |Hacking [Email [No
Health are 020 nT

Provider Incident




Spectru |ME Healthc {11308 |01/10/2 |Hacking [Email |No
m are 020 NnT
Healthc Provider Incident
are
Partners
Lawrenc|NJ Healthc |8031 01/02/2 |Unautho |[Email |[No
eville are 020 rized
Internal Provider Access/
Medicin Disclosu
e Assoc, re
LLC
Life TX Healthc {2802 12/30/2 |Hacking |Network|Yes
Line are 019 nT Server
Screenin Provider Incident
g of
America
, Ltd.
The FL Healthc {3600 12/26/2 |Hacking |Network|No
Center are 019 NnT Server
for Provider Incident
Facial
Restorat
ion, Inc.
PediHea | TX Healthc {12689 |12/20/2 |Hacking [Network |No
Ith, are 019 nT Server
PLLC, Provider Incident
dba
Children
'S
Choice
Pediatri
cS
Rooseve [NM Healthc {28847 |12/19/2 |Hacking [Network |No
It are 019 nT Server
General Provider Incident
Hospital
Texas |TX Healthc {12000 [12/17/2 |Unautho |Electron |No
Family are 019 rized ic
Psychol Provider Access/ |Medical
ogy Disclosu |Record
Associat re
es, P.C.
North Ml Healthc |4013  |12/16/2 |Unautho |Electron |No
Ottawa are 019 rized ic
Commu Provider Access/ |Medical
nity Disclosu |Record
Health re
System
INTEG |OK Healthc 500 12/16/2 |Loss  |Other |No
RIS are 019 Portable
Health, Provider Electron
Inc. ic

Device
Sinai  |IL Healthc [12578 |12/13/2 |Hacking |Email |No
Health are 019 nT
System Provider Incident




Prestige |FL Health [4662 12/13/2 |Unautho|Other |No
Health Plan 019 rized Portable
Choice Access/ |Electron
Disclosul|ic
re Device
Marion |IL Healthc (811 12/13/2 |Loss Paper/Fi [No
Eye are 019 Ims
Center, Provider
LTD.
Jewish |[MD Healthc {3145 12/12/2 |Hacking |Email |No
Social are 019 nT
Service Provider Incident
Agency
Cheyen WY Healthc {17549 |12/10/2 |Hacking [Email |No
ne are 019 NnT
Regiona Provider Incident
|
Medical
Center
Anwan |GA Healthc |530 12/09/2 |Unautho |Electron |[No
Wellnes are 019 rized ic
sLLC Provider Access/ |Medical
Disclosu|Record
re
Adventi [CA Healthc {62000 |12/06/2 |Hacking [Email [No
st are 019 nT
Health Provider Incident
Simi
Valley
Children|NC Healthc {1002 12/06/2 |Theft |Laptop |No
s Hope are 019
Alliance Provider
Beech |OH Healthc {2636 12/06/2 |Hacking |[Email |No
Brook are 019 nT
Provider Incident
Speight |TN Healthc {2000 12/06/2 |Hacking |Network|No
Family are 019 nT Server
Medical, Provider Incident
LLC
Equinox |[NY Healthc |1021 12/06/2 |Hacking |[Email |No
, Inc. are 019 NnT
Provider Incident
Sunrise |CO Healthc [7668  |12/05/2 |Hacking |Email |No
Commu are 019 nT
nity Provider Incident
Health
Walgree |IL Healthc {3700 12/03/2 |Hacking |Electron [No
n Co. are 019 nT ic
Provider Incident |Medical
Record,
Other
RiverKi |TX Healthc [10000 [12/02/2 |Hacking |Email |No
ds are 019 NnT
Pediatri Provider Incident
¢ Home

Health




Katherin|IL Healthc {1486 11/30/2 |Hacking |[Email |No
e Shaw are 019 NnT
Bethea Provider Incident
Hospital
Nebrask |NE Healthc {1149 11/27/2 |Unautho |Electron |No
a are 019 rized ic
Medicin Provider Access/ |Medical
e Disclosu|Record
re
vy NY Healthc {125000 |11/26/2 |Hacking [Email [No
Rehab are 019 nT
Network Provider Incident
, Inc.
and its
affiliate
d
compani
es
Illinois |IL Healthc {1481 11/25/2 |Hacking |[Email |No
Gastroe are 019 NnT
nterolog Provider Incident
y
Group,
LLC
Penn- |MD Healthc |536 11/25/2 |[Hacking [Email [No
Mar are 019 nT
Human Provider Incident
Services
GeneDx |NJ Healthc 851 11/22/2 |Hacking |Network|Yes
, Inc. are 019 nT Server,
Provider Incident |Other
Southea |MN Healthc |{80000 |(11/22/2 |Hacking |[Network|No
stern are 019 NnT Server
Minneso Provider Incident
ta Oral
&
Maxillof
acial
Surgery
OmniSe |NY Healthc {3977 11/21/2 |Hacking |[Email |No
g, Inc. are 019 nT
Provider Incident
VA St. [MO Healthc {595 11/21/2 |Unautho |Paper/Fi [No
Louis are 019 rized Ims
Health Provider Access/
Care Disclosu
System re
Saint MO Healthc {107054 |11/20/2 |Hacking |Electron [No
Francis are 019 NnT ic
Medical Provider Incident |Medical
Center Record,
Network
Server
Human |PA Healthc {1559 11/18/2 [Hacking [Email [No
Services are 019 nT
, Inc. Provider Incident
Choice |TX Healthc {14673 |11/15/2 |Hacking [Email [No
Cancer are 019 nT
Care Provider Incident




Solara |CA Healthc {114007 |(11/13/2 |Hacking [Email |No

Medical are 019 NnT

Supplies Provider Incident

,LLC

Select |IN Busines [3582 11/13/2 |Hacking [Email |Yes

Health S 019 nT

Network Associat Incident

e

Universi [NC Healthc {3716 11/12/2 |Hacking |[Email |No

ty of are 019 nT

North Provider Incident

Carolina

at

Chapel

Hill

School

of

Medicin

e

Outreac |TX Healthc {500 11/08/2 |Hacking |[Email |No

h Health are 019 NnT

Services Provider Incident

Aegis |FL Healthc {9800 11/07/2 |Unautho |Electron [No

Medical are 019 rized ic

Group Provider Access/ |Medical

Disclosu|Record,
re Laptop,

Network
Server,
Paper/Fi
Ims

The NY Healthc {26312 |11/01/2 |Hacking [Network |{No

Brookly are 019 nT Server

n Provider Incident

Hospital

Center

Washin |MO Healthc |3237 11/01/2 |Unautho |[Email, |[No

gton are 019 rized Laptop

Universi Provider Access/

ty Disclosu

School re

of

Medicin

e

The CA Healthc [1189  |10/28/2 |Hacking |Email |No

Guidanc are 019 nT

e Center Provider Incident

Betty |MO Healthc [152000 [10/25/2 |Hacking |Network|No

Jean are 019 nT Server

Kerr Provider Incident

People's

Health

Centers

Corpus |TX Healthc [31787 |10/24/2 |Hacking |Network|No

Christi are 019 NnT Server

Tots & Provider Incident

Teens

Pediatri

CS




Wheatla |IL Healthc {955 10/24/2 |Hacking |Other |Yes
nd are 019 NnT
Dental Provider Incident
Care
Kalispel [MT Healthc {140209 |10/22/2 |Hacking [Email [No
| are 019 nT
Regiona Provider Incident
|
Healthc
are
Self SC Healthc {2661 10/21/2 |Hacking |[Email |No
Regiona are 019 nT
| Provider Incident
Healthc
are
Buckhea|GA Healthc |1655 10/17/2 |Unautho |[Email |[No
d Smile are 019 rized
Center, Provider Access/
P.C. Disclosu
re
Walmart|AR Healthc |4211 10/17/2 |Loss Other |No
Inc. are 019 Portable
Provider Electron
ic
Device
LaBorde LA Healthc {7000 10/16/2 |Hacking |[Email |No
Therapy are 019 nT
Center Provider Incident
LLC
Humana |KY Health |756 10/02/2 |Unautho |[Email  |No
Inc Plan 019 rized
Access/
Disclosu
re
CHI NE Healthc [48000 |09/30/2 |Hacking |Desktop |No
Health are 019 nT Comput
Orthope Provider Incident |er,
dics Electron
Clinic - ic
Lakesid Medical
e Record,
Network
Server
Chocta |OK Healthc {500 09/27/2 |Hacking [Email [No
w are 019 nT
Nation Provider Incident
Health
Service
Authorit

Y




Cancer |GA Healthc {3290 09/27/2 |Hacking |Email |No
Treatme are 019 nT
nt Provider Incident
Centers
of
America
(CTCA)
at
Southea
stern
Regiona
I
Medical
Center
Women' |FL Healthc [528188 |09/25/2 |Hacking |Network|No
s Care are 019 nT Server
Florida, Provider Incident
LLC
Magella (MD Busines [55637 |09/17/2 |Hacking [Email |Yes
n S 019 nT
Healthc Associat Incident
are e
National [MD Busines {589 09/17/2 |Hacking [Email |Yes
Imaging S 019 nT
Associat Associat Incident
es e
Sweetse |ME Healthc [22000 [09/13/2 |Hacking |Email |No
r are 019 nT
Provider Incident
Kilgore |AR Healthc {40000 |09/13/2 |Hacking [Network|{No
Vision are 019 nT Server
Center Provider Incident
Sarrell |AL Healthc [391472 |09/12/2 |Hacking |Network|No
Dental are 019 nT Server
Provider Incident
June E. |IA Healthc 927 09/11/2 |Hacking |[Email |No
Nylen are 019 nT
Cancer Provider Incident
Center
Cristo |MI Healthc {1500 09/10/2 |Hacking [Network {No
Rey are 019 nT Server
Commu Provider Incident
nity
Center -
Family
Health
Center
Lindner |OH Healthc [3537  |09/09/2 |Hacking |Email |No
Center are 019 nT
of Hope Provider Incident
Berry |TX Healthc [1751  |09/08/2 |Hacking |Network|No
Family are 019 nT Server
Services Provider Incident
Premier [UT Healthc {320000 |09/07/2 |Hacking [Network |{No
Family are 019 nT Server
Medical Provider Incident




Shore |NJ Healthc {9700 09/06/2 |Hacking [Desktop [No

Specialt are 019 nT Comput

y Provider Incident |er,

Consult Network

ants Server

Pulmon

ology

Group

Fedcap [NY Healthc {2158 08/29/2 |Hacking [Email [No

Rehabili are 019 nT

tation Provider Incident

Services

, Inc.

Chocta |OK Healthc {550 08/23/2 |Hacking [Email [No

w are 019 nT

Nation Provider Incident

Health

Services

Authorit

Yy

Conway |AR Healthc {37000 |08/23/2 |Hacking [Email |No

Regiona are 019 nT

| Health Provider Incident

System

Navicen |GA Healthc [1357  |08/23/2 |Hacking |Email |No

t Health, are 019 nT

Inc. Provider Incident

Virginia 1A Healthc {5030 08/16/2 |Hacking [Email [No

Gay are 019 nT

Hospital Provider Incident

Bayvie |MN Healthc [1938  |08/13/2 |Hacking |Network|No

w are 019 nT Server

Dental Provider Incident

Harbor |MA Healthc |750 08/09/2 |Hacking |[Email |No

Health are 019 nT

Services Provider Incident

, Inc.

Timothe |AR Healthc {15113 |08/09/2 |Hacking |Electron [No

eT. are 019 nT ic

Wilkin, Provider Incident |Medical

D.O. Record,
Network
Server

Cancer |KS Healthc |773 08/09/2 |Hacking |Network|No

Center are 019 nT Server

of Provider Incident

Kansas

Enlighte [NJ Healthc (844 08/09/2 |Hacking [Email [No

ned are 019 nT

Solution Provider Incident

sLLC

One VA Healthc (634 08/06/2 |Hacking [Desktop [No

Care are 019 nT Comput

Medical, Provider Incident |er

LLC




Wiscons |WI Healthc {114985 |08/02/2 |Hacking |Other |Yes
in are 019 nT
Diagnos Provider Incident
tic
Laborat
ories
Universi MO Healthc (14402 |08/02/2 |Hacking [Email |No
ty of are 019 nT
Missour Provider Incident
i Health
Care
Presbyte [NM Healthc {183370 |08/02/2 |Hacking [Email [No
rian are 019 nT
Healthc Provider Incident
are
Services
Compu |OH Healthc |111555 |07/26/2 |Hacking |Other |Yes
Net are 019 nT
Clinical Provider Incident
Laborat
ories,
LLC
Susan  |NY Healthc [743 07/25/2 |Theft |Laptop [No
Marshal are 019
l, Provider
M.D.,P
C
Wayne |OH Healthc 536 07/25/2 |Hacking |Network|No
County are 019 nT Server
Board of Provider Incident
Develop
mental
Disabilit
ies
RCCA [NJ Busines {102000 |07/23/2 |Hacking [Email |Yes
MSO S 019 nT
LLC Associat Incident
e
Rockvill [MD Healthc [2696  |07/17/2 |Hacking |Email |No
e Eye are 019 nT
Surgery Provider Incident
Center
LLC
dba
Palisade
s Eye
Surgery
Center
Memphi [TN Healthc [409789 |07/15/2 |Unautho [Network|{No
S are 019 rized Server
Patholo Provider Access/
ay Disclosu
Laborat re
ory
d/b/a
America
n
Esoteric
Laborat
ories




CentraC |MN Healthc {2085 07/12/2 |Hacking |Network|Yes
are are 019 NnT Server
Health Provider Incident
System
Cancer [PA Healthc {3904 07/12/2 |Hacking [Email [No
Treatme are 019 nT
nt Provider Incident
Centers
of
America
(CTCA)
at
Eastern
Regiona
|
Medical
Center
Cancer |GA Healthc {4559 07/12/2 |Hacking [Email [No
Treatme are 019 nT
nt Provider Incident
Centers
of
America
(CTCA)
at
Southea
stern
Regiona
|
Medical
Center
Amerita INE Health [39675 |07/08/2 |Hacking |Email |No
s Life Plan 019 NnT
Insuranc Incident
e Corp.
RGH |OH Healthc [6572  |07/05/2 |Hacking |Network|No
Enterpri are 019 nT Server
ses, Inc. Provider Incident
d/b/a
Edgepar
k
Medical
Supplies
Adirond [NY Busines {39649 |07/02/2 |Hacking [Email |Yes
acks S 019 nT
ACO, Associat Incident
LLC e
Optum3 |MN Busines {1150000(07/01/2 |Hacking |[Network|Yes
60, LLC S 0 019 NnT Server
Associat Incident
e
Southwe |IL Healthc |1600 06/28/2 |Theft Electron |No
st are 019 ic
Gastroe Provider Medical
nterolog Record

y




Domini
on
Dental
Services
, Inc.,
Domini
on
National
Insuranc
e
Compan
y, and
Domini
on
Dental
Services
USA,
Inc.

VA

Health
Plan

2964778

06/21/2
019

Hacking
NnT
Incident

Network
Server

No

Commu
nity
Physicia
ns
Group

AR

Healthc
are
Provider

5400

06/20/2
019

Hacking
nT
Incident

Email

No

EyeCare
Partners,
LLC [on
behalf
of
affiliate
d
covered
entities]

MO

Healthc
are
Provider

141165

06/19/2
019

Hacking
nT
Incident

Network
Server

No

TenX
Systems
,LLC
d/b/a
ResiDex
Softwar
e

MN

Busines
S -
Associat
e

90000

06/07/2
019

Hacking
NnT
Incident

Network
Server

Yes

Health
Quest
Systems
, Inc.

NY

Healthc
are
Provider

372043

05/31/2
019

Hacking
nT
Incident

Email

No

Broome
County,
New
York

NY

Healthc
are
Provider

7048

05/31/2
019

Hacking
nT
Incident

Email

No

The
Union
Labor
Life
Insuranc
e
Compan
Y

MD

Health
Plan

87400

05/31/2
019

Hacking
NnT
Incident

Email

No

Capital
City
Paincare

OH

Healthc
are
Provider

1012

05/31/2
019

Hacking
nT
Incident

Network
Server

No




Maranat MO Healthc {520 05/24/2 |Hacking |[Email |No

ha are 019 NnT

Village Provider Incident

Inc.

Talley [IN Healthc {106000 |05/24/2 |Unautho [Desktop [No

Medical are 019 rized Comput

Surgical Provider Access/ |er,

Eyecare Disclosu [Electron

Associat re ic

es, PC Medical
Record,
Email,
Laptop,
Network
Server

Mercy (Ml Healthc {978 05/24/2 |Hacking [Network {No

Health are 019 nT Server

Saint Provider Incident

Mary's

Centura |CO Healthc |7515 05/22/2 |Hacking |Email |No

Health are 019 NnT

Provider Incident

Commu |FL Busines [501 05/15/2 |Hacking [Network|Yes

nities S 019 nT Server

Connect Associat Incident

ed for e

Kids,

Inc.

Aging |NC Healthc {500 05/15/2 |Hacking [Network {No

Disabilit are 019 nT Server

y and Provider Incident

Transit

Services

of

Rocking

ham

County

Cancer |GA Healthc {16819 |05/10/2 |Hacking [Email |No

Treatme are 019 NnT

nt Provider Incident

Centers

of

America

(CTCA)

at

Southea

stern

Regiona

|

Medical

Center

UnitedH |MN Health 20536 |05/08/2 |Unautho|Other |No

ealth Plan 019 rized

Group Access/

Health Disclosu

Plan re

Single

Affiliate

d

Covered

Entity




Inmedia Healthc |1565338(05/07/2 |Unautho |Network|No
ta are 019 rized Server
Health Clearing Access/
Group, House Disclosu
Corp. re
Spectru |MI Healthc {1100 05/06/2 |Hacking [Email |Yes
m are 019 nT
Health Provider Incident
Lakelan
d
America|MN Healthc {10993 |05/06/2 |Hacking [Email, [No
n are 019 nT Network
Baptist Provider Incident |Server
Homes
of the
Midwest
The CT Healthc {25148 |05/01/2 |Hacking [Network|No
Southea are 019 NnT Server
stern Provider Incident
Council
on
Alcoholi
sm and
Drug
Depend
ence
Health |IL Health |676 04/24/2 |Unautho |Other |No
Care Plan 019 rized Portable
Service Access/ |Electron
Corpora Disclosul|ic
tion re Device
Logansp |IN Healthc {3568 04/23/2 |Hacking [Email  [No
ort are 019 nT
Memori Provider Incident
al
Hospital
Doctors |MA Busines {206695 |04/22/2 |Hacking [Network|Yes
Manage S 019 nT Server
ment Associat Incident
Services e
, Inc.
LISA |NY Healthc (537 04/22/2 |Hacking |Network|No
ROSE are 019 nT Server
DURSO Provider Incident
, M.D.
PLLC
People, [NY Healthc {970 04/19/2 |Hacking [Email [No
Inc. are 019 nT

Provider Incident
Pediatri |NJ Healthc (24176 |04/18/2 |Hacking [Network|No
c are 019 NnT Server
Orthope Provider Incident
dic
Specialti
es, PA,
dba
ActivYo
uth
Orthopa

edics




ELENA [NY Healthc {1308 04/18/2 |Hacking [Network {No
MARIA are 019 nT Server
BURUI Provider Incident

ANA

PHYSI

CIAN

P.C.

Center |IL Healthc {5319 04/18/2 |Hacking [Email [No
for Sight are 019 nT

& Provider Incident

Hearing

Delta |IL Health {5092 04/16/2 |Hacking [Email [No
Dental Plan 019 nT

of Incident

[llinois

National | TN Healthc {3800 04/15/2 |Hacking |Email |No
Seating are 019 nT

& Provider Incident

Mobility

, Inc.

Metro Healthc [305737 |04/13/2 |Hacking [Network |No
Santurce are 019 nT Server

, Inc. Provider Incident

d/b/a

Hospital

Pavia

Santurce

and

Metro

Hato

Rey,

Inc.

d/b/a

Hospital

Pavia

Hato

Rey

Questca |TX Healthc {5573 04/12/2 |Hacking [Email [No
re are 019 nT

Medical Provider Incident

Services

,PLLC

Riverpla|MN Healthc [11639 |04/11/2 |Hacking |Network|No
ce are 019 nT Server
Counsel Provider Incident

ing

Center,

Inc.

Rehabili |OH Healthc [1143  |04/08/2 |Hacking |Email |No
tation are 019 nT

Hospital Provider Incident

of

Northwe

st Ohio

Dallas |[TX Healthc {5290 04/05/2 |Hacking [Email  [No
County are 019 nT

MHMR Provider Incident

dba

Metroca

re
Services




Baystate |[MA Healthc {11658 |04/05/2 |Hacking [Email |No
Health are 019 NnT
Provider Incident
Gulf FL Healthc |35000 [04/05/2 |Unautho |Electron |[No
Coast are 019 rized ic
Pain Provider Access/ |Medical
Consult Disclosu|Record
ants, re
LLC
d/b/a
Clearwa
y Pain
Solution
S
Institute
Oregon |OR Healthc {2952 04/02/2 |Hacking [Email [No
Endodo are 019 nT
ntic Provider Incident
Group
Human [MN Healthc {1200 03/22/2 |Hacking |[Email |No
Develop are 019 nT
ment Provider Incident
Center
Oregon |OR Busines [625000 |03/22/2 |Hacking [Email |Yes
Departm S 019 nT
ent of Associat Incident
Human e
Services
Navicen |[GA Healthc [278016 |03/22/2 |Hacking [Email [No
t Health, are 019 nT
Inc. Provider Incident
L.A. CA Health [1506 03/15/2 |Unautho [Paper/Fi [No
Care Plan 019 rized Ims
Health Access/
Plan Disclosu
re
Souther |IA Healthc [11617 |03/15/2 |Hacking |Network|No
n Hills are 019 nT Server
Eye Provider Incident
Care
LCP IN Busines [54528 |03/15/2 |Hacking [Email |Yes
Transpo S 019 nT
rtation, Associat Incident
Inc e
Little  |AR Healthc [3804  |03/11/2 |Hacking |Network|No
Rock are 019 NnT Server
Cancer Provider Incident
Clinic,
P.A.
Equitas |[OH Healthc 569 03/09/2 |Hacking |[Email  |No
Health are 019 nT
Provider Incident
Direct |OH Healthc [9319  |03/06/2 |Hacking |Network|No
Scripts are 019 nT Server
Provider Incident




Arthritis (IMD Healthc {500 03/01/2 |Hacking |Electron [No
& are 019 NnT ic
Rheuma Provider Incident |Medical
tism Record
Associat
es, P.C.
Humana |[KY Health 1447  102/27/2 |Hacking |Network|Yes
Inc Plan 019 nT Server
Incident

UConn [CT Healthc [326629 |02/21/2 |Hacking [Email [No
Health are 019 nT

Provider Incident
Rutland |VT Healthc [72224 02/20/2 |Hacking |Email  |No
Hospital are 019 nT
, Inc. Provider Incident
d/b/a/
Rutland
Regiona
|
Medical
Center
uw WA Healthc [973024 |02/20/2 |Hacking |Network|No
Medicin are 019 nT Server
e Provider Incident
Rocky [CO Healthc {971 02/11/2 |Hacking [Email [No
Mountai are 019 nT
n Health Provider Incident
Care
Services
Green |MD Healthc [14000 [02/11/2 |Hacking |Electron |No
Ridge are 019 nT ic
Behavio Provider Incident |Medical
ral Record,
Health, Network
LLC Server




